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The	data	center has	evolved	
faster	than	everyone	imagined…

...and	many	are	encountering	
challenges	because	their	approach	

to	security	did	not	evolve.



Data	Center	Security	Options

Secure	Perimeter

vs.

Zero-Trust	Pervasive	
Security



What	does	Pervasive	Security	look	like?

Secure	Perimeter

vs.

Granular	Per-Tenant	
Security



What	do	we	need	at	the	endpoint?
2.	Intrusion	Detection:
Motion	Sensor

1.	Authorized	Access:
Room	Key

3.	“Bug”	Removal

4.	Deeper	Security:
Safe

5.	“Tampering”	protection:
CCTV

6.	Tracking	/	Logging:
CCTV



How	does	this	map	to	Data	Center	Security?

1. Authorized	Access

2. Intrusion	Prevention

3. Bug	Removal

4. Deeper	Security

5. Tampering	Protection

6. Tracking/Logging

7. Virtual	Patching

=	Micro-Segmentation

=	Host	IPS

=	Anti-Virus	/	Malware	Removal

=	Next-Gen	Firewall

=	File	Integrity	Management

=	Log	Inspection

=	Protection	of	unpatched	OSs



Defend	Against	
Network	&	App	

Threats

Response	&	
Containment

Intrusion	
Prevention

Integrity	
Monitoring

Anti-Malware	&	
Content	Filtering

Machine	
Learning

SOON!

Sandbox	
Analysis

NEW!

Behavioral
Analysis

NEW!

Application	
Control

NEW!



Cloud	Security	is	a	Shared	Responsibility

Data	Encryption Network	Traffic	Protection

Platform,	Applications

Operating	System,	Network	&	Firewall	Configuration

Content	and	Applications

Compute Storage Database Networking

Global	
Infrastructure Regions

Domains,	Availability	Zones

Foundation	Services
Compute Storage Database Networking

Global	
Infrastructure Regions

Domains,	Availability	Zones

Cloud	
Provider

Cloud	providers	deliver	
a	secure	infrastructure.	

But	YOU	need	to	
protect	what	you	put	
IN	the	cloud—your	
workloads.	

Cloud	
User



Shared	responsibility	for	compliance

Facilities	

Physical	security	of	hardware	

Network	infrastructure	

Virtualization	infrastructure	

File	&	System	integrity	monitoring

Intrusion	detection	&	prevention

Firewall

Anti-malware

Vulnerability	scanning	&	updating

Cloud	
Provider

Cloud	
User



Securing	a	Multi-Cloud	Strategy

Secure	workloads	in	multiple	cloud	
environments

Leverage	same	core	advanced	
security	controls	in	physical,	
virtual,	cloud	and	hybrid	
environments

Future	proof	private	cloud	and	
data	center	security	investments



SANS /	CIS	TOP	20	CRITICAL SECURITY	CONTROLS
1.	Inventory	of	Authorized	&	Unauthorized	Devices 11.	Secure	Configurations	for	Network	Devices

2.	Inventory	of	Authorized	&	Unauthorized	Software	 12.	Boundary	Defense	

3.	Secure	Configurations	for	Hardware	&	Software	on				
Mobile	Devices,	Laptops,	Workstations,	&	Servers	 13.	Data	Protection	

4.	Continuous	Vulnerability	Assessment	&	Remediation 14.	Controlled	Access	Base	on	the	Need	to	Know	

5.	Controlled	Use	of	Administrative	Privileges 15.	Wireless	Access	Control	

6.	Maintenance,	Monitoring,	&	Analysis	of	Audit	Logs	 16.	Account	Monitoring	&	Control

7.	Email	and	Web	Browser	Protections	 17.	Security	Skills	Assessment	&	Appropriate	Training											
to	Fill	Gaps	

8.	Malware	Defenses 18.	Application	Software	Security

9.	Limitation	and	Control	of	Network	Ports,	Protocols,								
and	Services	 19.	Incident	Response	Management	

10.	Data	Recovery	Capability 20.	Penetration	Tests	&	Red	Team	Exercises	

Helping	with	

14	of	20
Critical	Security	
Controls



Build	security	into	the	application	lifecycle
Security	is	enforced	through	every	step	of	an	application’s	lifecycle

Prepare

•Deploy	security	
service

•Create	security	
groups	and	
policies

Instantiate

•Dynamically	
assign	security	
groups	and	
policies

Monitor

•Run	periodic	
automated	scans	
for	threats

•Monitor	
applications	for	
vulnerabilities

•Monitor	and	
record	system	
changes

Manage

•Address	threats	&	
vulnerabilities

•Respond	to	
emergent	attacks

•Adjust	security	
policy	as	app	
changes	over	
time

•Decommission	
security	services

•Report	
compliance	and	
generate	audit	
logs

Decommission
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