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Agenda

PROJEKTOWANIE
* Rejestrowanie czynnosci przetwarzania

- Maksymalnie dopuszczalny czas na notyfikacje incydentu

- Minimalizacja przetwarzanych danych, ich domysina ochrona oraz
ograniczenia przetwarzania
* Prawo do przenoszenia danych i do bycia zapomnianym

- Zautomatyzowane podejmowanie decyzji
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Projektowanie - Obszary GDPR

Zrozumienie
Danych

Ochrona
Danych
Wrazliwych

|dentyfikacja
Danych
Wrazliwych

Realizacja
praw
ZWigzanych z
danymi
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Rejestrowanie czynnosci przetwarzania
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Profilowanie i wyszukanie danych osobowych

Columns and Domains
Frufie un oo §of § 8§00 20 cobarms. Tol Tindes 4500 rows { al rows ). 55 0T 1NN am O ShDW: ::‘ Dﬂtﬂ Domain Column;
T coumns & Rues 12 et ¢ | oy © : :
— = . bl hiam bt & P [ L ) DT § tmtren e Narme % Data Conforming  |Column Mame Match  Data Domain Groups  |Documented DataTyy
— \ . — Elzip5
s LR R r— e T ZipCode 97.00% Yes PI decimal(5)
- 2 Ephone
— L E e oo T | o B P o PheneMumber 76.00% Yes PHLPI string(14)
— ' . . L . - Eemail
[ ’ F : Email 100.00% Ves PI string(17)
-.n-:ml-r ; P M oo el B Ecredit_card_num
[, R — R ean s - CreditCardMumber 100.00% string(19)
- “ar Ecustomer_turnover
= e i e CUSTOMER TR ZipCode 76.00% Mo PI string(6)
R —— F - 1am R Eecust_no
v e e o CUSTOMER WA S5N 100.00% No PHLPI string(11)

731 | 12 customer Lovaity Program = |

‘ Ovarview | Discover | Define Exacute Monitor Sacurity Wynlkl an allzy Actions = |

Tablas Profils | Columns | . T 8
% wykrywania danych & W
[T Table Name Column Data Type Domain sitive Similar Value col...

[ LOYALTY_SOURCE

[l TiCcKET_couronN To_cCITY varchar2 City Yes
[T TIcKET_COuPON  FROM_CITY varcharz City No Yes
(] STATEMENT_LINE  CUST_ID Aumbar Accaunt Numbar No Yes
[] CUSTS_WITH_I.. LAST_NAME warchar2 Last Name No Yes
Il cusTS_WITH_I.. FIRST_NAME varchar2 First Name No Yes
7] eusTomer LAST_NAME warchar2 Last Name No. Yes
7] cusTomer FIRST_NAME varcharz First Nama o ves
I AIRPORTS crry warchar2 City No. Yes
] ADDRESS STATE varchar2 State Ne. Yes
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|dentyfikacja i tgczenie danych osobowych

| ] | ]
Source A Source B : Source C : Source D
4 &4 & &
| | | |
| | | |
Financial CRM = ERP »  Legacy
ee -:e . = . &
1 : 1 - 1 = .
Tina Smith Chris Smith Christina CT Smith

Smythe

Global ID | Source Name
System
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Maksymalnie dopuszczalny czas na notyfikacje incydentu

o e )
informatica Secure@Source

Overview Alerts X

Alerts

15 Alerts

Data Stores

Date

232016, 2:28:32 AM
2312016, 2:29:05 AM
232016, 2:31:12 AM
2/312016, 2:32:20 AM
2/312016, 2:33:48 AM
232016, 2:35:01 AM
2/312016, 2:35:35 AM
2/312016, 2:36:09 AM
21312016, 2:36:40 AM
211112016, 3:49:22 AM
37312016, 4:18:04 PM
31312016, 7:38:35 PM
3132016, 7:43:18 PM

3132016, 7:44:45 PM

o ‘ Y Summary Analytics ¥ Manage

Alert Rule Name
Data_Movement out of Germany
HR_Data_in-Non-HR-Dept
Sensitive_Data_at Corporate
High_Risk_Marketing Data
Unprotected Data_in_HR_Dept
High_Sensitive_Records
InsuranceProliferation

Multiple _Sources

Practitioners
Risk_score_over 40
Data_Movement_out of Germany
Sensitive_Data_at Corporate
Sensitive_Data_at Corporate

Unprotected Data _in_HR_Dept

Group By | None

Severity
High
High
High
High
High
High

Low
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Prawo do przenoszenia danych i do bycia zapomnianym

© John HJanes
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hnps:/ /wwwelacebook com/ public/John RS
Finaneials Facebook s
Jones
Twinter: @jonesB2_john
! htps:/ fwesevelinkadin.com fin/johnjonas- i L
nsurance Linkadin:
Padb7in Finterest
Snopchat: hiips:/ /upload wikimedin.org /wikipedia/ co
5 ) 5 i i i mmons /thumb,/0/0a/John_lones_%28actor
esignation rincipal Financial Analyst mage %29pa/26bp-
Comment. John_lanes_%280ct0r®h2? |pg

Ekran aplikacji - przyktad ‘ Informatlca



Prawo do przenoszenia danych i do bycia zapomnianym
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Minimalizacja przetwarzanych danych

 Analyze sensitive data proliferation to
determine increased risk of exposure

Proliferation

* Graphical display of data flows from
source to targets

» Determine protection status, severity,
risk score, location, etc. for each data
store in the flow

Sensitive Data Proliferation




Minimalizacja kopiowania danych osobowych

Test Data Management

= Wsparcie dla:

. o0 000 ¢
v"Generowania danych testowych Test Data Management

v Cloud '
Dyrp:‘aaszCinE;ata ba Sensitive Data
‘/Blg Data i * Discovery

Production Persistent Data
Masking

’ Test Data Subset
ORACLE |'en|||e$|ﬂ‘l

— Test Data

Y e 1+ Generation

v'Data glossary
v'"RODO (GDPR)

= Zestaw podstawowych funkcjonalnosci

v'Data masking -
; est 100

v'Data sub-setting E "4 Integration
: HPALM Test Data

\/PrOjeCt management Warehouse

v'Data discovery

i

Risk &
Compliance

Officers @

Offshore,

m Outsourced

Testers
Developers

Trainers
i

DBA &
Infrastructure
Managers
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Uniwersalne polityki oraz reguty maskowania danych

Persistent

Imaustinl6:16605/pdmd:

File Edit View

Favorites  Tools

Help

3 [ & Persistent Data Masking and

Data Subset

[

INFORMATICA Persistent Data Masking and Data Subset

i}
Owerview Paol

= Policies

Administrator

£ Persistent Data |

| ] retp://iimaustin16:16605/pdmds/home.do=

Log Out

File Edit View Favorites Tools Help

e [ & Persistent Data Masking and Data Subset

[

= Data Domains

Persennally Identifiable Information
Payment Card Industry
Protected Health Information

INFORMATICA Persistent Data Masking and Data Subset

Administrator Log Out

721 | °d. credit card = |

URL
City

Passport

Debit Card
Drivers License

Account Number

URL
City

Passport

Debit Card
Drivers License

Properties

Data Domains

Name
URL

City
Passport
Debit Card
sirth Date
Drivers License
Credit Card
Account Number
salary

Contact Number
First Name
Last Name

. Elementy danych
podlegajgce
maskowaniu

Description
uRL

City

Passport

Debit Card
Birth Date
Drivers License
Credit Card
Aceount Number
salary

Contact Number
First Name
Last Name

Credit Card - Properties

~ General Edit » Data Domain Distribution
Credit Card

Data Domain Name :
:  Monday, October 22, 2012

Creation Date

Created By Administrator

Modified Date Monday, October 22, 2012 ., .
dified By dmi

S, e Sposéb maskowania

Status © Active
Data Patterns : o
Metadata Patterns  : 1
Preferred Rules o2

danych wrazliwych

Data Patterns

Patterns

Rules

&

Name Description
Credit card standard rule

Credit card nullify

Credit card standard rule
Credit card nullify

[EH W&

Default

Yes
Mo
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Przypisanie reguty maskujgce;

€ Persistent Data
2 - l ﬂ http://ilmaustin16:16605 /pdmds/home.do#

File Edit View Favorites Tools Help

< I & Persistent Data Masking and Data Subset ]_}

INFORMATICA Persistent Data Masking and Data Subset

Imie maskowane tg

Administrator Log Qut

Execute  Monitor | Security sam a reg u{a Actions +
| Data ki )| Data Subset d . = B =Y
wszedzle 7 7
Name Owner Columns Data Type Domain Policy Rule Additional Details Owverride
= wembley
DQA_CUSTOMER_DUPLICA. WEMBLEY SURNAME nvarchar2 Last Name Yes
DQA_CUSTOMER_DUPLICA.. WEMBLEY STATE nvarcharz State Yes
DQA_CUSTOMER_DUPLICA. WEMBLEY PHONE nvarcharz Contact Number Yes
DQA_CUSTOMER_DUPLICA. WEMBLEY MID_NAME nvarcharz2 First Name Yes
DQA_CUSTOMER_DUPLICA. WEMBLEY FIRST_NAME nvarchar2 First Name Yes PII First name subsitution No =
DQA_CUSTOMER_DUPLICA.. WEMBLEY CITY nvarcharz City Yes
DQA_CUSTOMER_BAD_DATA WEMBLEY STATE nvarcharz State Yes
DQA_CUSTOMER_BAD_DATA WEMBLEY PHONE nvarcharz2 Contact Number Yes
DQA_CUSTOMER_BAD_DATA WEMBLEY cITY nvarchar2 City Yes
CUSTOMER_MASTER WEMBLEY SURNAME nvarchar2 Last Name Yes
CUSTOMER_MASTER WEMBLEY PHONE nvarcharz Contact Number Yes
CUSTOMER_MASTER WEMBLEY FIRST_NAME nvarcharz2 First Name Yes PII First name subsitution No
CUSTOMER_MASTER WEMBLEY CITY nvarchar2 City Yes
CUSTOMERS_CLEANSED WEMBLEY PHONE nvarchar2 Contact Number Yes
CUSTOMERS_CLEANSED WEMBLEY CITY nvarcharz2 City Yes L
CUSTOMERS WEMBLEY PHONE nvarcharz2 Contact Number Yes
CUSTOMERS WEMBLEY CITY nvarchar2 City Yes
CUSTOMERS QE CUST_FIRST_MNAME wvarchar2 First Name Yes PII First name subsitution No
=T
Trzy rozne
schematy/bazy
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Dostep i Bezpieczenstwo
Dynamic Data Masking

Authorized User Unauthorized User

Client Name m Masked Client
L-l Name

John Stone 087-65-4329 645-33-2433

J Khhkk

- DDM — zaawansowane proxy SQL
dla baz danych

+ Dostep chroniony poprzez
Zaawansowane reguty biznesowe
;. . Dynamic Data Masking
+ Spojna polltyka dostepu do Applies rules based on user context
wrazliwych danych o
& m

John Stone 987-65-4329

Adam Ross 087-65-4320

|

AT 523-45-1422 |

n

Production database
sensitive data

Adam Ross 987-65-4320
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/Zautomatyzowane podejmowanie decyzji

< [CRAR & Secure | hitps;//demoB.diaku.com/changerequests/view/id/5

3
£
<
< =
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=
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8
5 Approved
=
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= Validate request
]
5}
=
 Draftbusiness

rule

16:Glossary SME

-

“Implement DQ

5500 Steward
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Propozycja podejscia do implementacji RODO
Petny gotowy framework dla zarzgdzania danymi osobowymi

GDPR Katalog:
» Wyszukiwanie danych osobowych

- |dentyfikacja i deduplikacja

* Indeksacja i rejestracja danych osobowych
 Przechowywanie odnosnikow do danych zrodtowych
» Zgody na przetwarzanie danych osobowych

» Workflow zadaniowe — obstuga procesow

* Interfejs uzytkownika do obstugi procesow

« Automatyczna integracja z systemami zrodtowymi

Cel: Centralne przechowywanie poprawnych, spojnych i kompletnych danych
Informatica



Rozwigzania Informatica najwyzej oceniane
wg Gartnera we wszystkich 6-ciu kluczowych obszarach
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= s

S 5 .
3 3 VISONARES :

COMPLETENESS OF VISION > As of March 2017 COMPLETENESS OF VISION ~ ——» As of August 2016 COMPLETENESS OF VISION ~ ——> As of November 2016

Integration Platform Data Integration Tools Data Quality Tools
as a Service
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Rozwigzania Informatica najwyzej oceniane
wg Gartnera we wszystkich 6-ciu kluczowych obszarach

K s | I
@ niomaica
o |
ata Advartage Group @ ° e @ iTecholgies
Stibo S;ms. i . EMC 1BM
we —— e @ Orchestia Networks Operlect @ . ..
Cambridge Semantics@ o g @ Riversand e :\hrd .
I @ Global Ds T trace @ gration @)
o e I\BC?SorMare T
w " .ucsmmm
§ § Mag'mude.SOﬂwal
% | NICHE PLAYERS | | VISIONARIES | E 2
COMPLETENESS OF VISION —_— As of August 2016 h COMPLETENESS OF VISION — As of August 2016 COMPLETENESSOF VISION ~ ———> As of June 2016
Metadata Management Master Data Structured Data Archiving
Solutions Management Solutions and Application Retirement
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Informatica — to swiatowy lider-6 x 6!

Intelligent Big Data Intelligent Cloud Services Intelligent Data Integration
Integrate, secure, and govern data Manage and integrate all your data in Discover, access, integrate, and

lakes to deliver transformative the cloud or on premise, with the deliver trusted critical data from batch
business insights with repeatability, industry’s leading, next generation to streaming, effectively fueling
reliability, and maintainability. iPaa$S solution. analytics and business operations.

Intelligent Data Quality Intelligent MDM Intelligent Data Security
Deliver trusted, high-quality data, Deliver business value with a modular Avoid the proliferation of private and
supporting all drivers of enterprise end-to-end multi-domain solution for sensitive information with the

data governance and compliance, to a complete, accurate view of all your industry's most celebrated data-
ensure business value. master data and its relationships. centric security solutions.
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Konrad Mokrzanski
Presales Manager & Architect | n Te g ro | G I nforma‘“ca
Mobile: +48 501 200 652 S O | U ﬂo NS Authorized Distributor

kmokrzanski@integralsolutions.pl
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