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Chmura czy Edge?

Jak Akamai pomaga najwiekszym bankom na swiecie. Czego uczy nas pandemia?
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Co widzimy?

Regulacje, compliance
Przetwarzanie danych

Ciggtosc dziatania

Wiele technologii dostepowych
Rozproszenie uzytkownikéow
Rozproszenie zagrozen

Wydajnos¢, performance serwisow
Szybko zmieniajace sie sSrodowisko




Co zmienit #covid

Nowa rzeczywistos¢ w swiecie online
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Unique DDoS Targets by Vertical
December 2017 — November 2019

40.0%
30.0%
20.0%

10.0%

Percentage of unique targets

0.0%

A | [ ) )y p—
;eoc‘ e&‘b \Q‘q

o ¢ &2 & & Sl
,’o‘} ds (%4 < ~ i o > ¢ ‘!\c'
& > o @ & o° e 2
—{3‘ AQ’ b@' (‘0 (’ (," \Q OC‘
0(“" & & & ;}& & )
¢ ) ° 3
& Q<




¢

)
D

Contenders

Participants

Major Players

adimeall

Experience the Edge

s
gl WSS
- -
- - -

IDC MarketScape Worldwide Commercial CDN 2019 |
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IDC MarketScape Worldwide Commercial CDN Vendor Assessment

Source: IDC, 2019
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DATA CENTERS: 2,416

CITIES: 1,353
COUNTRIES: 133

SERVERS: 240,120

Akama
Co to jest Edge?

Gkama! | NETWORK
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Dlaczego Edge?

Obecnosc blisko uzytkownikdw -> obecnosc¢ blisko zagrozen

Obecnosc blisko zagrozen -> trzymanie zagrozen z dala od nas

Unikalny threat research z 30% Swiatowego ruchu internetowego
... 1 65% ruchu DNS-owego (~2.2*10%% zapytart DNSowych dziennie)

Skalowalnos¢ (peak traffic / DDoS)
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Protecting Multiple Perimeters on the Edge f,:
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Perimeter 1 — Web (DDoS)
« Always-on defense

* Reverse Proxy (HTTP / HTTPS)
* High performance

« Caching

Reque ahidation —
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Perimeter 1 — Web (WAF + CSI)

» Always-on defense against data theft
» High performance and scalability
» Highly accurate (reduced FP, FN)
* Reverse Proxy (HTTP / HTTPS)
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\\ Perimeter 2 — Origin (DDoS)

« Always-on or on-demand
« 24x7 SOC (5-20 min SLA)
« Comprehensive (subnet granularity)
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| Perimeter 3 — DNS

« Highly scalable (<1% total capacity)
« Highly available (24x7 SLA)
« High performance (zone apex)
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s NSO Perimeter 4 — Zero Trust

[ PR » Protection organizations from inside
» L7 access to the apps instead of L3
« Authorized access only to required



