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If it is written in Python,
it’s probably machine learning.

If it is written in PowerPoint,
it's probably Al. s[s

Curt Simon Harlinghausen



MOZLIWE UZYCIE SZTUCZNEJ INTELIGENCJI

Ochrona zainfekowane wezty w infrastrukturze przestepczej
Tworzenie fatszywych alarmoéw

Mechanizmy samozniszczenia w ztosliwym oprogramowaniu
Imitowanie ruchu sieciowego nasladujgce wzorce legalny potgczen
Wyszukiwanie najskuteczniejszych technik ataku
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Wykrywanie nowych podatnosci dnia-zero
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OBSERWOWANE DZIAtANIA CYBERPRZESTEPCZYCH

Generowanie i ulepszanie malware

Unikanie detekcji systemow zabezpieczajgcych
Tworzenie deepfake

Tworzenie i udoskonalanie kampanii phishingowych
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ESET THREAT REPOR

Ztosliwe domeny uzywajace ,,ChatGPT"...

» 80 14
= =
® | g ]
370 V4 12 3
e b { =
= . S 2
60 ) oo
| detek
| elteKkCji
50
8
40
6
30
4
20
10 2
0 0
Jun-2023 Jul-2023 Aug-2023 Sep-2023 Oct-2023 Nov-2023

ChatGPT-inspired domain names (left axis) —]S/Chromex.Agent.BZ (right axis)

* Detections of malicious ChatGPT-inspired domain names and JS/Chromex.Agent.BZ in H2 2023, seven-day moving average (eset):research
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WYBRANE ZRODtA DANYCH DLA CTI

ISAC

CERT/CSRIT

Baza podatnosci CVE
CISA, ENISA, MITRE

Informacje z wtasnej infrastukrtury (np. honeypoty,
sandboxy)

Dark web
Media branzowe
Raporty dostawcow CTI
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APT Activity
Report

GOVERNMENT ESPIONAGE AND
UNPATCHED VULNERABILITIES

April 2023 — September 2023

(eset):research
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[Sandworm| Gamaredon ] Turia sednit

Executive summary Targetad countries and verticals Chira Ineia lram Middie East North Korea Rurssia Oither About ESET N CEETTREET N | A
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Summary of Russia-aligned APT group activity seen by
ESET Research in April 2023 - September 2023

During the past six months, ESET researchers continued 1o observe activity
of Fussia-aligned APT groups mostly targeting Ukraine and EU couritries,
Thesa groups nclude Sandworm, Gamaredon, Turka, and Sednit, with
Gamaredon being the group most active in targeting Ulaaine,

Sandworm

In Apeil 2003, CERT-UA published a potification about a cyberattack
conductied by Sandwornm against a government instituthon in Ulkrane
Artackers deployed 2 mabcous BAT script (named Roarfat), which performs
data wiping operations wing a legitimate WInRAR application. The script
s MARRAR. @ in comimand line mode 1o move files into an archive, and
then deletes the onginal Mies once they have been added 0 the archive.

In june 2003, we discovered another variant of Roarfiat, deployed in a moedia
orpanization in Ukraine, which & sightly different: specifically, it targets
media files with extensions such as drawio, JFif, .mky, .avi, mxf and
HT5, which are commonly found ai media organizations.

In judy 2073, we detected two data wiping attacks conducted by Sandworm
using a new version of NilkeWiger®. This wiper was deployed against a
EOVEITIMENE fEanization and private companies. It abuses 3 legitimate

[ R

comemand line utility for secure file deletion,
Thee functionality s ke the older NikeWiper variant used in October 2002
at that tme it was used against a comgany in the energy sector in Ukraine
i ths vartant. of NikoWiper, the attackers left the PO paih

o \Users\Mykyta\Deskvophprjs\Chelomey\Rielease\{helomey. pdb,
wiech reveals thal this malwane project i probably narmed after Viadimir
Chalomay. an enginecr and designer in the missie program of the formes
Sowset Union. In addition, attackers left a false Mag: they used the Ukrainian
e naame IMIOYES rather than th same Hussin name Nikita.

In August X023 we detected a new wiper that we named SharphiloWipes.
SharpMikoWiper abises the legitimata SDelets commeand ine utility, a6
does NikoWiper, but unlile NoWiper this variant i written in CR, hence
the rasme SharpMikoWiper. In addition to data wiping using SDelete, this
wiper attempts 1o rewrite with zeros the first 65,536 bytes of the firss ten
cormected hand drives | I they exist, by writing directly o
WAPysicalDrive<DRIVE_NUMBER>,

During; thiis pesriod, we: observed that Sandwormn used a pro-Russisn
Tedegpram channe (@solntsepel?) to promots information about
cybersabotape operations it had conducted. This Telegram channed
attempis groundessly Lo blame CERT-UA and discredit its reputation.

R L AR AR e R Y

Gamaredon

I the current reporting period, Gamaredon dgnificantly improved its
intalligence colkacting capabilities. Spacifically, it extended the functionality
of exrting Lok and devoloped and deployed Rew 1ok 1D Collect vwen
e data rom comproamised comprtes.

In April, we discovered a new version of the PreroSteal credential stealer,
which is now capabie of stealing cradentials, and other mformation edated
to emadl accounts, stored by the emall dlents Outiook and The Bat!

I Jurse, we dliscovered several new tooks

» PreroCookie, which i Capable of stealing cookdes from Opera, Firefo,
Chrome, and Edpe.

= PremSig which B designed to exfiltrate informstion stored by the Signal
dosktop application.

« ProroGram, which exfiltrates data from the Telegram Desktop
appicathon,

In Augurt we discovernd two new Gamaredon tooks. First, PusroBlleed is

designiad 1o exfiltrate indexed DB data from Opera, Chvome, and Filge
browsars. This tool specifically looks for data stored in ths database by web

e i

https://www.eset.com/fileadmin/ESET/INT/B2B Resource centrum/Reports/ESET APT Activity Report Q2 2023-Q3 2023.pdf
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ESET udostepnia informacje i dane w podstaci Data Feeds.

Format JSON i STIX v2.0 TAXII serwer, updatowany Indicators of Gotowe integracje z

kilkukrotnie kazdej Compromise (loCs) platformami Threat
godziny Intelligence Platforms

Botnet Domain URL Malicious IP APT
Feed Feed Feed Files Feed Feed Feed
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2 ESET Threat Intelligence APT reports PREMIUM

EXECUTIVE SUMMARY

As hostilities started between Russia and Ukraine, ESET researchers discovered two new wiper malware families
targeting Ukrainian organizations.

Key points of this report:

On 2022-02-23, a destructive campaign using HermeticWiper targeted multiple Ukrainian organizations.

* This cyberattack preceded, by a few hours, the start of the Ukrainian invasion by Russian Federation forces
Initial access vectors varied from one organization to another. We confirmed one case of the wiper being
dropped by GPO, and uncovered a worm used to spread the wiper in another compromised network.
Malware artifacts suggest that the attacks had been planned for several months.

On 2022-02-24, a second destructive attack against a Ukrainian governmental network started, using a wiper
we have named IsaacWiper.

# ESET Research has not yet been able to attribute these attacks to a known threat actor.

CHANGELOG

Version 2.0 (2022-02-28)

*  Updated HermeticWizard analysis
Added coverage of lsaacWiper

Added full laCs section

Added MITRE ATTECK techniques table
Added YARA rules

Version 1.0 (2022-02-25)

Original release.

DESTRUCTIVE ATTACKS IN UKRAINE

As stated in this ESETResearch fueet, we uncovered a destructive attack against computers in Ukraine that started
around 2022-02-23 14:52 UTC. This followed distributed denial-of-service |DDoS) attacks against major Ukrainian
websites and preceded the Russian military invasion by a few hours.

These destructive attacks at least three c

* HermeticWiper: makes 2 system inoperable by corrupting its data
. : spreads Hermeti across a local network via WM and SMB
. i decoy, faux written in Go

The wiper was observed on hundreds of systems in at least five Ukrainian organizations including private
companies and government-related entities.

On 2022-02-24, we detected yet ancther new wiper in a Ukrainian governmental network. We call this wiper
IsaacWiper and we are currently assessing its links, if any, with HermeticWiper. It is important to note that it was
seen in an organization that was not affected by HermeticWiper.

Attribution

At this point, we have not found any tangible connection with a known threat actor. Hermeticiiper,
Her , and H do not share any significant code similarity with other samples in the ESET
malware collection. IsaacWiper is unattributed as well

Timeline

HermeticWiper and HermeticWizard are signed by a code-signing certificate (shown in Figure 1) assigned to
nermetica pigital Ltdissued on2021-04-13. We requested the issuing CA (DigiCert) to revoke the certificate,
which it did on 2022-02-24.

* This repart and its contents have been provided for distribution within your arganization only.

& ESET Threat intellizence APT reparts PREMIUM “

Oldest known Mass deployment af
Cade-signing HermeticWiper HermeticWiper in
certificate issued sample compiled Ukraine
2021-10-19 2022-02-22 2022-02-24
g ¥ Fa? e
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Oldest known Go backdoor Cade-signing
5 =r sample deployed ina certificate revoked
compiled Ukrainian institution 3
Isaac\Wiper deployed
in Ukraine
Figure 2, Timeline of important events
Initial access
HermeticWiper

The initial access vector is currently unknown but we have observed artifacts of lateral movement inside the
targeted organizations.

In one entity, the wiper was deployed through the default domain policy [GPO), a5 shown by its path on the
System:

C:YMindowshsystem3z\GroupPolicy \Datastore\@\sysvolh<redacted-\Policies\{3182F340-816D-1102 -
045F-8OCRMFBIBAFD} \Machina\cc.exe

This indicates that attackers [ikely took control of the Active Directory server.

In other instances, it is possible that fmogcker was used to deploy HermeticWiper. A Symantec pingops; states
that the wiper was deployed using the following command fine:

emd.exe /@ /c move CSIDL_SYSTEM_DRIVE\tesp'sys.itmpi
CSIDL_WINDOWS\policydefinitions\postgresgl.exe 1> \1127.8.0.1\ADMINS\_ 1636727580.6897507 2>81

Finally, a custom worm that we have named HermeticWizard was used ta spread the wiper across the
compromised networks via SMB and WM.
IsaacWiper

The initial acress vector is also currently unknown_ it is likely that attackers used tools such as Impadket to move
laterally. We have also observed SemiCom, a remote access tool, being deployed at the same time as lsaac\Wiper
on a few machines.

Cyclops Blink connection — low confidence

On 2022-02-23, the UK National Cyber Security Center (NCSC) published an gdvisory detailing a modular malware
framework affecting WatchGuard network devices. NCSC named this malware Cyclops Blink.

* This report and its contents have for Fthin your
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CONCLUSION YARARIILES
This report details a destructive cyberattack that impacted Ukrainian organizations on 2022-02-23 and a second rule apt_Windows_unkTA_IsaacWiper_ PRNG
attack that affected a different Ukrainian organization from 2022-02-24 to 2022-02-26. At this point, we have no {
indication that other countries were targeted.
meta:
However, due to the current crisis in Ukraine, there is still a risk that the same threat actors will launch further o . _ .
campaigns against countries that back the Ukrainian government or that sanction Russian entities. b i e
copyright = "ESET Research”
1ocs distribution = “Distribution is forbidden. Do not upload to any multi-scanmer or share
on sny threat intel platform.”
Files author = "ESET Research”
hash = BF DAL FITI 7
First seen 2022-02-23 18:26:07
date = "2027-82-26
MD5 B4B48197920FD3IE2B7DFAT1OFEEBOIDIF
e
SHA-1 912343F1CBAARAIFEB74132FBATCAF FETDABFBTT
8x10802441 SE5CE424040086 mov ecx, dword ptr [esp + sax*a + @xd2a]
SHA-256 ADEA4187C1 21859 7BEELTC E2104 18862448 EEDL mov edx, ecx
ax10002443 C1EAIE shr eds, @xie
Filename C:\Usersicom.exe e 15 e e
Description HermeticWiper Bx1080244 GOCAGIEOETEC imul =cx, edx, Bx6CATEISS
0x18802455 B3CE add ecx, eax
Cac NjA 8410802457 BUBCE42E049008 mov dword ptr [esp + sax"4 + @x428], ecx
y KilDisk NCY 6x1806245¢ 48 inc ea
8x1600245F 3070020000 cmp eax, @x278
PEcompilation 0 10 50 083716 0x18662454 72D ib ex1@a02421
timestamp ax18662456 BATOG20000 mov edx, Bx278
0x1060245h SDBAZAFGADOSEE lea esi, [esp + exdfe]
Bx16062472 B99424EE50006 mov dword ptr [esp + @xdes], =dx
First seen 2022-02-23 14:52:26 16662479 BF1FEAOBA0006G nop dword ptr [eax]
MD5 3IFANIB2OF2FE532B7CEIETE56709125 e g e e
0x10603486 7513 jne Sx1800240h
SHA-1 61B25D11302172E587DB0A3B4581 24660 3385451 Ox10002438 BO5C242504000 lea ecx, [esp = Gxdzs]
0x1000245F EB3CO10006 call ex100625d6
SHA-256 1BCA4EEF75779E3CA DBCSA2E: 207 1
ax19062494 BEOA24EE00000G mov edx, dword ptr [esp + @xdes]
Filename €:\conhosts. exe 0x1060140b SESCO4IBAL000G mov ecx, dword ptr [esp + ede*s + ox428]
ox18962432 5BC1 mov Eax, ecx
Description HermeticWiper.
0x10002434 C1EBOE shr eax, Sxb
CERC LTS ax18882437 42 inc edx
0x18602438 33CH xor ecx, @ax
{7 /KillDisk.NCV
N Ox16862433 B99424F BODODER mov dword ptr [esp + exded], edx
PE compilation 0516002461 BECL mov eax, BCx
- comP! 202202-23 09:48:53 4
timestamp ax188024h3 25ADSBIAFF and eax, oxffiassad
2%106024bE C1E607 =hl eax, 7
ox189624bd 33(8 XOr eCx, 2ax
- its contents have for ion within izati % epor e for ian within ¥
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